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GENERAL REMARKS

Master’s degree entrance test program is based on the federal state educational standards of
higher education.

Form of the test:

Master’s degree entrance test is conducted in the form of an interview with mandatory written
answers to the ticket questions. The interview is conducted in order to identify the applicant’s
knowledge required for master’s degree level.

Test structure:

The test consists of the answers to the ticket questions together with the additional questions
which are within the entrance test program.

Evaluation of the test:

The interview score is set on a 100-point scale. The minimum score required for successful pass of the
interview and further participation in the competition is set annually by the admissions committee of the
National Research Nuclear University MEPhI.

Criteria for evaluating test results:

100-95 points — the applicant provides thorough and well-grounded answers to the questions
posed by the examination board, demonstrating deep theoretical knowledge, the ability to compare
and assess various scientific approaches, and proficiency in using modern scientific terminology.

94-90 points — the applicant gives complete, quite deep, and well-reasoned answers to the
questions posed by the examination board, showing good knowledge and the ability to use modern
scientific terminology.

89-85 points — the applicant offers justified answers to the questions posed by the examination
board, demonstrating good knowledge.

84-80 points — the applicant provides generally correct answers to the questions posed by the
examination board, though the answers are not sufficiently reasonable.

79-0 points — the applicant shows a lack of understanding of the main content of the theoretical
material, superficiality, and weak argumentation of judgments, or makes significant errors.



QUESTIONS TO PREPARE FOR THE ENTRANCE TEST
I. Information Systems (IS) and technologies (IT) mathematical foundations

Logical variables and functions. Basic and complex functions.

Elementary two-variable functions.

The concept of completeness (basis) in a system of logical functions.

4.  Fundamental laws of Boolean algebra. Representation of logical functions using the
"AND", "OR", "NOT" basis.

5. Normal and perfect normal disjunctive and conjunctive forms.

6.  Representation of logical functions in the "NAND" and "NOR" bases.

7. Numeral systems. Selecting a numeral system. Methods of number representation (fixed-
point and floating-point) and their formats.

8.  Dependence of number format fields on the range and precision of number representation.
9.  Forward, reverse and additional codes, modified codes: features of performing arithmetic
operations.

10. Basic concepts of automata theory. Regular and context-free languages.

11. Deterministic and non-deterministic finite automata. Regular expressions and their relation
to deterministic finite automata.

12. Automatic machines with store memory. The concept of grammar, classification of
grammars according to Chomsky.

13. Parsing algorithms (ascending, descending). Chomsky normal form for context-free
grammars, Kock-Younger-Kasami algorithms.

14. The concept of the Turing machine and its application.

15.  Graphs: definition, oriented and undirected graphs, weighted graphs. The concept of a path
in a graph, the length of the path. Graph representation.

16. Graph traversal algorithms: breadth-first search, depth-first search. Finding the shortest
path in a graph. The Dijkstra algorithm.

17. Topological sorting. Search for strongly connected components.

18. Definition of probability and probability space. Definition and properties of conditional
probability.

19. Probability of event multiplication. Event independence. The total probability formula.
Bayesian probability. Bayes' theorem.

20. Definition of a random variable. Distribution function of a random variable and its
properties. Joint distribution of random variables.

21. Expected value and variance of a random variable, their properties.

22. Initial and central moments of a random variable.

23. Covariance, correlation coefficient.

24. Independence of random variables. Independence of random variables that are functions of
independent random variables.

25. Statistical hypothesis testing. The concept of a statistical test.

26. Vectors and matrices. Operations on vectors and matrices.

27. Matrix multiplication. Methods of fast matrix multiplication, Strassen and Winograd
algorithms.

28. Inverse matrix. Matrix reversibility criterion. Properties of the inverse matrix. Matrix rank.
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29. The concept of linear dependence. The criterion of linear dependence. Matrix degeneracy
criterion

30. Elementary transformations on matrices. Singular matrix decomposition. Examples of the
application of matrix calculations in IC problems.

31. The concept of a derivative for functions of one or more variables. Differentiability of a
function, it’s differential.

32. Properties of the derivative. Derivative and differential of complex and inverse functions.

33. Derivatives of basic elementary functions. Derivatives of parametrically defined functions.

34. Derivatives and differentials of higher orders. The concept of private the derivative. The
original one. Basic properties of the primitive. The table of primordial forms.

35. Indefinite integral and its basic properties. Basic rules of integration.

36. Double and triple integrals. Curved integrals. Scalar and vector fields. Gradient, divergence,
and rotor.

37. Linear programming. The canonical form of the linear programming problem. The basic
solution. An example of solving a problem using the simplex method. A sign of an optimal
solution.

38. Dual tasks of linear programming. The relationship of optimal solutions to the initial (direct)
and dual problems. An example of solving a problem. Using the dual simplex method.

39. Transport task. Balanced (closed) and unbalanced (open) tasks. Reducing an open task to a
closed one.

40. Approximate solution methods: the method of the northwest corner, the lowest cost (minimum
element). Potentials method.

41. A random event. The algebra of events. The axiomatics.
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I1. Architecture, trends in IS development and design

1. The concept of IS. Tasks addressed using IS. Trends in IS development. Decision Support
Systems (DSS) and content management systems.

2. The structure and main components of the IS. IS properties. IS models.

3. IS lifecycle, life cycle models, and the standards.

4. Information resources

5. Classification of IS: by scale; nature of tasks to be solved; subject areas served; types of
management facilities; levels of organization management; supported management concepts
(standards).

6. Architecture of "client-server”, "client-agent-server™ and "without server": basic concepts
and definitions. The general structure of the application, its correspondence to different
architectures.

7. The concept of a data model. Purpose of data models; structural, integrated, and operational
parts of the data model. Classification of data models.

8.  Physical data models. Datalogical data models.

9.  Key-value model, hierarchical model, network model. General characteristics, features of
data structure representation by means of data models.

10.  The "entity-relationship-properties” model (ER-model). Relational (SQL) data model:
general characteristics, main structural components. Methods of data storage and access. Data
administration.

11. Types of non-relational data models (NoSQL), their characteristics and basic operations on
stored data

12.  The concept of databases, database systems, database management systems. Assignment
and main components of the database system, database management system.

13. SQL language: general characteristics. Language tools for describing database structure and
integrity constraints; data modification and data query generation.

14. Relational database design. Functional dependencies, relationship decomposition. The
normalization of relations concept. Normal forms.

15. Physical organization of a relational database. Organization of data access. The concept of
indexes. Indexes variety (tree indexes and hash indexes).



16. Protecting the completeness and integrity of databases. The concept of a transaction.
Transaction properties.

17. OLTP and OLAP systems; In Memory Data Base and Data Grid.

18. Data storage: general characteristics, ETL architecture; tasks to be solved. Access means for
the end users. Historical data.

19. Information security (IB). Data access control and authorization methods, authentication. IS
verification tests for information security.

20. Requirements for design technologies, developing and maintenance information systems.
21. IS design models and methodologies.

22. The concept of CASE technology. The advantages of using CASE tools to create IS.

23. Canonical and standard IS design. Typical design methods.

24. Methods and means of prototype IS design (digital twins).
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I11. Software development and data communication networks

1.  Standard data types. Logical and physical levels of data representation. Data presentation
with different types and structures in various programming languages.

2. Programming language instructions for describing algorithms. The program structure is in
accordance with the methodology of structured programming.



3. Recursive definitions and algorithms. Programming recursive algorithms. Approaches to
constructing and verifying programs.

4.  Fundamentals of object-oriented programming. General characteristics of object-oriented
programming languages.

5.  Basic concepts of the object-oriented approach. The program structure in accordance with
the methodology of object-oriented programming.

6.  The purpose and use of overloading functions mechanism, operators, using the example of
an object-oriented programming language.

7. Using the inheritance mechanism in object-oriented programming languages. The concept
of static and dynamic linking.

8.  Dynamic data structures using linear lists as an example. A linear list as an abstract data
type.

9.  Computer networks basic concepts, their advantages and disadvantages. The evolution of
computer networks.

10. Principles of construction, computer networks basic models and structures.

11. Architecture and networks standardization. The OSI model.

12. Assignment of OSI model levels.

13. Telecom operators networks, corporate networks, Internet, their structure and features.

14. Basic network characteristics

15. Modern protocols for wired networks (Ethernet, FibreChannel, converged networks, etc.).
16. Ethernet: tasks, limitations, frame structure.

17. Basic TCP/IP protocols

18. Wireless data transmission: advantages and disadvantages.

19. Global network technologies (Frame Relay, ATM, etc.)

20. Distributed information processing model. Basic mechanisms.

21. Distributed processing and data using message brokers.

22. Streaming information processing and analysis. Mechanisms and models.

23. IP Security protocol stack. The main protocols (AH, ESP, ISAKMP), their tasks, application
features, package structure.

24. Cloud computing technologies for IP creation (within laaS, PaaS, SaaS, XaaS service
models), their advantages and features.
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