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1. O01Me moJ10KeHus

dopma npoBeAeHNs UCTIBITAHUS:

[{enbi0 BCTYNUTENBHOTO UCTIBITAHUS SIBJISIETCS BBIABIICHUS Y aOUTypHUeHTa 00bEMa
HAy4YHbIX 3HAHWUI, HAYYHO-HCCIEAOBATEIbCKUX KOMIETEHUIMI, HABBIKOB CUCTEMHOIO U
KPUTHUYECKOTO MBIIIIEHUS!, HEOOXOAUMBIX ISl MOArOTOBKH AUCCEPTALMHM MO HAYYHOMU
cnenuanbHOCcTH 2.3.6 «MeToApl U CUCTEMBI 3aIIuThl HHPOpMAI, HHHOPMAITMOHHAS
0€e30MacHOCTb». AOUTYPHUEHT JI0JKEH MOKa3aTh NMPO(ECCUOHAIBHOE BIaJICHUE TeOpUen
U MPaKTUKOM B MpPEIMETHOM 001acTH, MPOJEMOHCTPUPOBATH YMEHUE BECTU HAYUHYIO
JUCKYCCHIO, YMEHHUE IUIAHUPOBAaTh HAYYHYIO pabOTy B paMKax BBIOPAaHHON Hay4yHOU
CHELMATIbHOCTA.  BCTynuTenbHOE HCIBITAHWE NPOBOAUTCA B (opMe 3K3aMeHa ¢
3JIEMEHTaMU coOece10BaHusl.

BerynurenbHOE HCTIBITAHUE COCTOUT U3 JIBYX YacTeH.

B nepBoii yacTu aOUTYypUEHT OTBEYAET HAa BONPOCHI U3 Omiera. buner Bkitoyaer
B ce0s aBa Bompoca. AOUTYpPHUEHT MOCJE MOJydeHUs OuJieTa MOJrOTaBIMBAET OTBET,
(uKCcUpysl OCHOBHBIE T€3UCHI HA OJIaHKE SISl OTBETOB, ITOCJIE YEr0 OTBEYAET HA BOIPOCHI
Owiera mepea 3K3aMeHaTopaMu. DK3aMEHATOpPbl MOTYT 3a/1aBaTh JIOMOJIHUTEIbHBIE
BOITPOCHI COTJIACHO MPOTrpaMMe BCTYIMUTENbHBIX UCITBITAHUM.

BrisiBienne (akTta Moib30BaHUWA MOOWIIBHBIM Telle(OHOM WM IINaprajikaMu
BeJleT K O€3yCIOBHOMY YAAJIEHUIO aOUTypUEHTa C BCTYNHUTEIBHOIO HCIBITAHUS U
COCTaBJIEHUIO COOTBETCTBYIOILETO IPOTOKOJIA. AOUTYPUEHT U3 KOHKYpCa BHIOBIBAET.

Bo BTOpO#i 4acTu aOUTYpUEHT MNPEICTABISIET 3apaHee MOATOTOBIECHHBIE TEMY
IUTAHUPYEMOT'0  TUCCEPTALMOHHOTO HCCJIEIOBAaHUS B COOTBETCTBHM C BbIOpaHHOMU
HAayYHOM CHEUaIbHOCThIO, OOOCHOBaHME aKTYaJbHOCTH TEMbI, a TaKXe IUIaH
BBIIIOJIHEHHSI  JUCCEPTALMOHHOIO  MCCIIEJOBAaHUS. IIpencraBiieHHBIE MaTEpHUAIIBI
OLICHMBAETCS dK3aMeHaTopamu. B nporiecce olieHMBaHus 9K3aMEHATOPBI MOT'YT YTOUHSITh
pa3IMYHbIE ACIIEKThI, CBA3AHHBIE C INIAHUPYEMBIM JUCCEPTALMOHHBIM HUCCIIEI0BAHUEM.

OuneHka MCNBITAHUA:

Or1eHKa 3a BCTyNUTEIbHOE UCTIbITaHKE BbIcTaBsieTcs 1o 100-0amipHOM 1mKase
KaK CyMMa 3a MepPBYIO U BTOPYIO YaCTh UCIIBITAHUSI.

MakcuMainbHOE unciio 0aioB 3a MepBy 4acTh — 50 OasioB.

MakcuMainbHOe unciio 0aiioB 3a BTOPYIO 4yacTh — 50 6aios.

MuHUManbHBIN CyMMapHBIN 6ai11, HEOOXOAUMBIH JIJIs1 YCTIETITHOTO TPOXO0KICHHUS
WCIBITaHUS U JajbHEHIIero yyactus B KoHKypce — 60 6amos.



Kputepuu onieHKkH pe3yibTaTOB UCNIBITAHUS

Bomnpoc Ne 1, 2

0-25
0aJI10B 32
KaxXKIbIi
BONPOC

23-25 GaioB — J1aH MCYEPIBIBAIOMINNA W 0OOOCHOBAaHHBIM OTBET Ha
BONIPOC, a0UTYPHEHT IEMOHCTPHUPYET TIyOOKHE TEOpEeTUUYECKUE
3HAHMWS, YMEHUE CPaBHUBATh M OIICHUBATH pa3JIMYHbIC HAy4YHBIE
MOJXO/Ibl, ITOJIb30BaThCA COBPEMEHHON HAYYHON TEPMUHOJIOTUEN.

19-22 ©GamnoB — [daH TOJHBIA, JOCTaTOYHO TIIYOOKHH W
000CHOBaHHBIN OTBET HA BOMPOC, MOCTABIEHHBIN 9K3aMEHAIITMOHHON
KOMUCCHEH, aOUTYpPUEHT AEMOHCTPUPYET XOPOIINE 3HAHUS, YMEHUE
10JIb30BaThCSl COBPEMEHHOW HAYYHON TEPMHUHOJIOTUEH.

15-18 OammoB — maHel OOOCHOBAaHHBIE OTBETHI Ha BOIPOC,
MOCTABJICHHBIH ~ DK3aMEHALIMOHHOM  KOMHCCHEH, aOUTypueHT
JIEMOHCTPHPYET XOPOIINE 3HAHHUS.

11-14 GamioB - gaHbBl B LIEJIOM IpaBUIIbHBIE OTBETHI Ha BOIIPOC,
IIOCTaBJIEHHBIH ~ 3K3aMEHALMOHHOM  KOMHCCHEH, @pU  3TOM
aOUTYpPUEHT HEJAOCTATOYHO apryMEHTUPYET OTBETHI.

0-10 ©OamioB — aOUTYpPHEHT JAEMOHCTPUPYET HEMOHHMAaHUE
OCHOBHOTO cofepKaHus TEOPETHUYECKOTO Mmarepuana,
NOBEPXHOCTHOCTh W CJNa0Yyl0 apryMeHTalHio CYXICHHH WM
JIOITYIIIEHBI 3HAUYNTENIbHBIE OITHOKH.

Onenka
IUIAHUPYEMOTo
JaHccepTa-
IHOHHOI0
HCCJIeI0BAHUSA

0-50
0aJ1J10B

45-50 OGamnoB — mpeamoiaraeMas TeMaTHKa COOTBETCTBYET
MACTIOPTy HAYYHOW CIEIHAIBLHOCTHU, SIBISICTCS aKTyalbHOW, TUIaH
paboThI HaJ TUCCEePTAILUU MPEICTABIICH Ha BLICOKOM YPOBHE.

35-44 OGamroB — mpexdmonaraeMasi TEMaTHKa COOTBETCTBYET
NacrnopTy Hay4yHOH CHEelMaIbHOCTH, SIBJISETCS aKTyalbHOH, IUIaH
paboThI HaJ nuccepTaluel TpedyeT 1opaboTKH.

25-34 GamnoB — npeanonaraeMasi TeMaTHKa B I[EJIOM COOTBETCTBYET
MacHopTy HAyYHOU CHEUaIbHOCTH, HO TpeOyeT JopabOTKH B 4acTu
aKTyaJlbHOCTH, IUTaH pPa0OTBHl HAJI JAuccepTanmer TpeOyer
JIOpaOOTKH.

15-24 6annoB - npeanonaraemMasi TeMaTHKa B 1I€IOM COOTBETCTBYET
MacropTy HAay4YHOW CHEIUATBHOCTH, HO TpeOyeT 3HA4YMTEIIbHON
JOpabOTKM B YaCTH aKTyallbHOCTH, M 3HAYUTENBHOUN MepepaboTKu
T1aHa paboThI HA/I TUCCEpTAIUCH.

0-14 OGammoB — mpenmonaraeMas TeMaTHKa HE COOTBETCTBYET
MacHopTy HAyYHOU CHEIUATBHOCTH.




2. Bonpocsl /1M1 NOATOTOBKH K MEPBOM YaCTH BCTYNUTEIbHOT0

HCIIBITAHUA .
l. OCHOBbBI TEOPUN NTHOOPMAILMOHHOU BE3OITACHOCTH

1.1. Uudopmanmonnasi ©6€30MacHOCTh B CHUCTEME HAI[MOHAJbHOW O€30MacHOCTH
Poccuiickoii  ®Denepanmu. Kputnueckas wuHpopmanmoHHas wHPpACTPyKTypa
Poccuiickoii ®@enepanuu. CyObekThl U OOBEKTHI KPUTHUECKOW HH(DOpMAIMOHHON
uHppacTpyKTypsl. ['ocynapcTBeHHas cucTema 3aiiuThl HH(pOpMaIuu.

1.2. Mecto nipo6iieM 3ammThl HHGOPMAILIMK B 00111eH COBOKYITHOCTH HH(POPMAITMOHHBIX
npobiemM coBpeMeHHoro obmectBa. MHbopmalioHHOE MPOTHBOOOPCTBO B
COBPEMEHHBIX YCIOBUSIX.

1.3. Buast u xareropum wuHpopManuu. Kiaccudukanus METOIOB U CPEICTB
oOecreueHus 6€30MacHOCTH HHPOPMALIHH.

1.4. MeToapbl OLIEHKU apaMeTPOB 3auiacMoi uHpopmaruu. GakTopsl, BAUSIONINE HA
TpeOyeMbIil ypOBEHb 3aIUThl HHPOPMALIUU.

1.5. Omnpenenenue U 00IIEMETONOIOTHUECKUE TPUHIIUIIBI IOCTPOEHUSI CUCTEM 3aLUThI
uHpopmanuu. OCHOBBI APXUTEKTYPHOTO MTOCTPOCHUS CHCTEM 3aIUThI. TUMU3anus U
CTaHIapPTHU3AIHMS CHCTEM 3alUTHI.

1.6. Pucku, ys3BUMOCTH M yrpo3bl 0O€30MACHOCTH HH(OpPMAINH, WX B3aUMOCBSI3b.
MeToabl U MOJIETTU OLIEHKH YSI3BUMOCTU UH(OPMAIIUH.

1.7. Knaccudukanuss yrpo3 KOH(PHICHIIMATILHOCTH, ILEIOCTHOCTA U JIOCTYIMHOCTU
uHpopmaruu. Kinaccudukarus HICTOUHUKOB yTPO3.

1.8. O06BekT 3anmuThl. CHCTEMHOCTh M KOMIUICKCHOCTD 3aIlUThl HH(POPMAITUH.

1.9. MakpocTpyKTypHbIE KOMIIOHEHTHI KOMIUIEKCHOW CHUCTEMBI 3allIUThl UH(POpMALIUU
(bynkumoHanbpHble U oOecneunBarone nojacuctemsl). [logcucreMbr odecrieueHus
MH(}OpMATMOHHOW 0€30MaCHOCTH.

1.10.TTporeccHbIif moaxo K obecreueHn0 HHPOPMaAITMOHHOM 0€301TaCHOCTH.

1.11.TTonuTtuku obecneueHrs HHPOPMAIMOHHON 0€30MaCHOCTH.

1.12. YupaBneHnue cucteMoit odecredeHus: HHOOPMAITMOHHONW 0€30MaCHOCTBIO.

Il. OCHOBBI COBPEMEHHBIX UTH®OPMAITMOHHBIX TEXHOJIOI' M1

2.1. UudopmaTuka ¥ CHCTEMBbI NepeIa4Yu JAHHBIX

2.1.1. Uudopmanus, nanusie, curHanbl. ICTOUHUKY HHPOPMALIUK U €€ HOCUTEIIH.
KvzHeHHBIH MK HHPOPMAIIUH.

2.1.2. KomnuecTtBo nHpopManuu u saTponus. @opmyna [llennona.

2.1.3. Marematuueckre MO KaHaoB CBsi3H. [loMeXoyCcTOMYMBOCTh KaHAJIOB.

2.1.4. Tumbl CUTHAJIOB, UX JUCKPETU3AINUS U BOCCTAHOBJICHUE.

2.1.5. CnextpanbHas TUIOTHOCTH curHaioB. Teopema KoTenpHUKOBA.

2.1.6. YacToTHOE  TIPEACTABJICHHE  JWCKPETHBIX  CUTHAIOB.  OpTOTOHAJILHBIC
peoOpa3oBaHusl JUCKPETHBIX CHUTHAJIOB. 3ajlaud WHTEPHOJSALNU U TPOPEKUBAHUS
CUTHAJIOB.

2.1.7. XapakTepuCTUKH TIpoliecca mepenadud uHdopmaiuu. MatemaTuyeckue MoJeIu
KaHAJIOB CBSA3M M MX KJlacCUPUKaIus.



2.1.8.

Amnanoro-tuppoBoe  u  1UpoO-aHATOTOBOE  IpeoOpa3oBaHue.  bwicTphie

npeoOpazoBanus. LludpoBsie GUIBTPHI.

2.1.9.

Henunelinoe um mapamerpuueckoe mpeoOpa3oBaHHE CHUTHajIoB. Moaymsius u

ACMO YA U, Hp€06p8,30BaHI/I€ HYaCTOTEI.

2.2.

2.2.1.
2.2.2.
2.2.3.
2.24.
2.2.5.
2.2.6.

2.2.1.

2.3.

2.3.1.
2.3.2.
2.3.3.
2.34.

2.3.5.
2.3.6.

Teopusi BepoITHOCTEH U MATEMATUYECKAS CTATUCTUKA

Crnyualinble BeJIMYHMHbBI, QYHKIIUU pacipeiesIeHus, UX CBOWMCTBA.

Tunosele pacupeneneHus: OMHOMUATBHOE, TyaCCOHOBCKOE, HOPMAJIBHOE.
He3aBucuMocTh coOBITHI. Y CITOBHBIE BEPOATHOCTH, opMyIibl baiieca.
MaremaTndeckoe 0KuJaHnue U JUCIIEPCHSI CITy4YallHOM BEJIMYMHBI.

[{errn MapkoBa, UX CBOMCTBA.

3ajaya NpoOBEPKH CTaTUCTUYECKUX runote3. Ctatuctuyeckue Kpurepuu. Omuoku
1-ro u 2-ro pooB IpH NPOBEPKE rUNoTe3. MeTo I CTATUCTUYECKUX UCTIBITAHUN.
OneHka pe3ynbTaTtoB H3MEpeHHil. ToOdeduHbIE OLEHKM W HUX OIPEACIICHHUE.
HanéxHoCTh OLIEHKH, TOBEPUTEIIbHASI BEPOSTHOCTD U JIOBEPUTEIBHBIA HHTEPBAIL.

TexH0JI0ruM MPOrPaAaMMHUPOBAHUSA, AJITOPUTMbI U CTPYKTYPbI JTAaHHBIX
JKW3HEeHHBIN [UKJ IPOrpaMMHOT0 o0ecrieueHus. TecTupoBaHue MPOTrpaMM.
[TapaiienbHbIE METO/IBI TPOTPAMMUPOBAHUS.

OCHOBHBIE AJITOPUTMBI ITOUCKA JIAHHBIX, UX BPEMEHHAs CJIOKHOCTb.

AJITOPUTMBI COPTUPOBKHU, UX BPEMEHHAs CIOKHOCTh U MPAKTHUYECKOE 3HAYCHUE
JUISL pelIeHus 3a7a4 00pabOTKU JaHHBIX.

Bpemennas cioxHOCTh anropuTMoB. O1ieHKa BPEMEHHU BBITIOJIHEHUS IPOTPaMM.
OcHOBHBIE aOCTpaKTHbIC THUIBI JAHHBIX: CIHCKHU, CTEKH, OYEpPEIU, JCPEBBS,
OPUEHTUPOBAHHBIE U HEOPUECHTUPOBAHHBIE.

2.4 . BplunCIUTEIbHBIE CeTH

2.4.1.

2.4.2.

2.4.3.

2.4.4.

2.4.5.

2.4.6.

2.4.7.

Knaccudukanus cereit mo crnocobaM pacHpelesieHusl JaHHBbIX, CpaBHUTENIbHAs
XapaKTepUCTHKA Pa3JIMYHBIX THUIIOB  CETEH; OCHOBbl OpraHu3allud U
GyHKIIMOHUPOBAHUS CETEH.

Pacnipenenennas o0paboTka wuHOpManmuu B CUCTEMax KIUEHT-CEPBEP;
OJTHOPAHTOBBIE CETH.

be3onacHocTh pecypcoB ceTH: cpeacTBa HUACHTUGUKAINN U ayTCHTH(UKAIIHH,
METOJIbI Pa3ZeNICHUs] PECYPCOB U TEXHOJIOTUHU pa3TpaHUUEHUs MPpaB JAOCTYIIA.
I'moGanbHast cerb Internet: OCHOBHBIE CHYKObl U MPEIOCTaBISIEMbIE YCIYTH,
OCHOBHBIEC MPOTOKOJBI, OCOOCHHOCTH pean3alii Ha Pa3IUYHBbIX IMIaTgopmax,
CTaHJIapTHI.

I'moGanbHas ceth Internet: TexHolormM  oOecrmeueHHs  O€30MMacHOCTH,
(GyHKIMOHUPOBaHUE, pa3pabOTKa U COMPOBOXKICHUE MTPUIIOKEHUH.

CoBpeMeHHbIE BUABI MH(POPMAIMOHHOTO OOCIY)XKMBAaHHs; DJIEKTPOHHAs IOYTA;
TeJeKOH(EepEeHIHs; BUIEOTEKC; CETH CBSI3U; CTPYKTYpa, TOTOJIOTHS U apXUTEKTypa
CETEH CBS3H.

Metoasl kKoMMyTanuu WHGOpPMaLUMK; OCOOEHHOCTH CETEeH € KOMMYyTalluei
KaHaJIOB, COOOIIEHUI U TTAKETOB.



2.4.8.

['moGanbHbIE W JIOKaJIbHBIE CETH; OCOOCHHOCTH COBPEMEHHBIX CETEBBIX
apXUTEKTYpP; ApPXUTEKTYpHbIE OCOOEHHOCTH COBPEMEHHBIX JIOKAJIbHBIX CETEH;
MPOTOKOJIBI (PU3UUECKOTO U KaHAJIBHOTO YPOBHEH.

2.5.ba3bI JaHHBIX

2.5.1.

2.5.2.

2.5.3.

2.54.

2.5.5.

2.5.6.

2.5.1.

2.5.8.

3.1.

3.1.1.
3.1.2.
3.1.38.
3.1.4.
3.15.
3.1.6.
3.1.7.

3.1.8.

OOmue MPUHIMIEI MMOCTPOCHUS 0a3 JaHHBIX: PENSAIMOHHAS, UepapXuuecKas U
ceTeBasi MOJICIIH.

OOmasi XapakTepuCTUKA, HAa3HAYEHHUE M BO3MOXXHOCTH CHCTEM YIIPABJICHUS
0a3zamu nanHbix (CYB/).

S3bikoBbie cpenactBa CYBJ[ nns pa3nuuHbIX MoOJeNield TaHHBIX; S3BIKOBBIE
CpPEeACTBa MAHUITYJIUMPOBAHUS JaHHBIMU B peisiiuoHHbIX CVYDBJl; s3bIKOBBIE
CpEeACTBa ONMUCAHUS JaHHBIX pessiuoHHbIX CY B/,

OcC0OEHHOCTH SI3BIKOBBIX CPENICTB yIpaBieHUs U oOecreueHus 0e30MacHOCTH
JNaHHBIX B pesiiuoHHBIX CYB/I.

TexHoJIOruu yJIaJeHHOro JOCTymna K cUcTeMaM 0a3 JaHHBIX, TUPAKUPOBAHHUE U
CHHXPOHM3AIIMS B pacipeeICHHbIX cucTeMax 0a3 JaHHBIX.

ba3oBble CTPYKTypHBIE KOMIIOHCHTBI MOJCIHM JaHHBIX: JIOMEHBI M aTpUOYTHI,
OTHOIIIEHUE CYIIHOCTH, CX€Ma OTHOIIICHHS.

CpenctBa obecrieueHrs 0€30MacHOCTH 0a3 JaHHBIX: CPE/ICTBA MICHTU(UKAIIUNA U
ayTeHTU(HUKAINK OOBEKTOB 0a3 JaHHBIX, S3BIKOBHIE CPEJICTBAa pa3TpPaHUUYCHHS
JOCTYTa, KOHIEMIIMS U pealn3alus MexaHu3ma poJieH.

Opranuzamusi ayautra COOBITHI B cucTeMax 0a3 JaHHBIX; CPEICTBA KOHTPOJIS
1enocTHoCTH uHpopmanuu, opranuzanus Bzaumoaeiicteust CYBJl u 6azopoit OC,
KypHaJIM3alus, CPeJICTBA CO3/IaHUSI PE3EPBHBIX KOMUU M BOCCTAHOBJICHUS 0a3
JTAaHHEBIX.

l1l. METO/IbI 1 CPEJICTBA OBECIIEYEHW S MHO®OPMAIIMOHHOMN
BE3OITACHOCTH

OcHoBbI KpuNTOrpaguyecKoi 3alMThl HHPOPMALUHT
Omnpenenenne KpunTorpapuueckoil CMHCTEMbI, BUbI KPUTITOCUCTEM.
bazossie kpunrorpaduyeckue mpuMuTuBLL. LIndper mepecTaHOBKH U 3aMEHBI.
brounble 1 TOTOYHBIC MTUDPHI.
BeluucnuTenbHO  CIOXKHBIE  33Jaud M OJTHOHANPABJICHHBIC  (PYHKITUH,
HCIIOJIb3yEeMbIC B KpUMTOTpadu.
Mopenu mmdpoB. OcHoBHBIE TpeboBaHus K mudpam. CoBepiiieHHbIE MHQPHI,
Kpunrorpaduueckue xem-GhyHKIIHH.
Kpunrorpadpuueckne mnapamerpbl y3moB u OnokoB mmmdparopoB. CuHTe3
mupoB.
MeTtonbl ONyYEeHUs CIIyYalHBIX U ICEBAOCIYYalHbIX MOCIEA0BATEIbLHOCTEN;
IpOrpaMMHBIE peaTn3aluy MHQpPOB.
Cytb kpunrorpaduyeckux MeToioB 3anuThl uHpopmanuu (31). OcHOBHBIE
3amauu no 3U, pemraemble ¢ UCHOJb30BAaHUEM KPUNTOTpa()UUECKUX METOJIOB.

6



3.1.9.

3HaueHne KpUnTorpapuueckux MeTo10B B kKoMmiiekcHoi cucteme 3U. basoBbie
MOHSATHS KpUNITOJIOTUH (TP, KIOYH, MPOTOKOJBI, IMUdpcucTema).
Kpunrorpaduueckass croikocTh mu@poB. AKTUBHBIC U MACCUBHBIC aTakyd Ha
MHUPPCUCTEMBI, 3aJ]a4ll KPUNTOAHATUTUKA. TeopeTHyecKku CTOMKHE IMHQPBHI.
[IpakTuueckass cTOMKOCT, MHUGPOB, €€ OCHOBHBIE XapaKTEPUCTUKHU
(Tpyn0€MKOCTh M HAAEKHOCTh JelmU(pPOBaHUs, KOJIHMYECTBO HEOOXOAMMOTO
Marepuana).

3.1.10. Knaccudpukauus wmmdpcucreM ¢ cekpeTHeiM kmouoMm. [ludpceucremsr

MIOTOYHOT' 0 MHU(PPOBAHUS (CHHXPOHHBIE U ACUHXPOHHBIE).

3.1.11. CuctemHbIii MOAXOA K TMOCTPOCHHIO TMPAKTUYECKH CTOMKHUX IIH(POB.

XapakTepUCTUKU  CIY4alHOCTM W HENPEICKa3yeMOCTH  BBIXOJHBIX
MOCJIEIOBATEILHOCTE T€HEPATOPOB (IMIEPUOAMYHOCTD, JUHEIHAs CI0KHOCTD,
CTaTUCTUYECKUE XaPAKTEPUCTUKH ).

3.1.12. Kpunrorpadus ¢ OTKpHITHIM KItouoM. OcCHOBHBbIE NpuHIMIBL. CpaBHEHHE

3.2.
3.2.1.
3.2.2.

3.2.3.

3.2.4.
3.2.5.
3.2.6.

3.2.7.

3.2.8.

3.2.9.

KPHUIITOCUCTCM C OTKPBITBIM U CCKPCTHBIM KJIFOYOM.

OCHOBBI 321U THI HH(POPMALMH OT YTEYKH 10 TEXHUYECKUM KaHAJIAM

Buapl, UICTOYHMKM M HOCHUTENIM 3alluiiaeMod uH@opmanuu. Jlemackupyromnue
OpU3HaKu OOBEKTOB HaOMIOACHHUA W CUTHajgoB. OmacHble CUTHAJIBI U UX
VUCTOYHUKH.

CrpykTypa, Kiaccuukanys U OCHOBHbIE XapaKTEPUCTUKH TEXHUYECKUX KAHAJIOB
yTeuku nHpopmanuu. OCHOBHbIE METOJbI M CPEJICTBA 3alUThl UH(OPMAIUU OT
YTEYKH M0 TEXHUYECKUM KaHaJaM.

TexHMUecKne KaHAIBI YTEUKH aKycTHYecKol (peueBoit) nHpopmarun. OCHOBHBIC
xapakTepucTUKU. OCHOBHBIE METOJIbI M CPEJCTBA 3aLIUThI peueBOM UH(POPMALIMH
B IIOMEIICHUSX.

CkppiTHE peueBOl MH(pOpMAIMM B KaHalaX CBS3U. DHEPreTUYECKOE CKpBITHE
aKyCTHUYECKHUX MH(POPMATUBHBIX CUTHAJIOB.

OOHapy>keHue U JIOKaIU3alusl 3aKJIaJHbIX YCTPOICTB, OJaBICHUE UX CUTHAJIOB.
[TonaBneHne onacHbBIX CUTHAJIOB aKyCTOAJIEKTPUYECKUX MTpeoOpa3oBaTeseil.
OKpaHupoBaHWe€ M KommeHcauuss uHPopMaTuBHBIX monei. IlonaBneHue
MH(GOPMATUBHBIX CUTHAJIOB B LIETIAX 3a3€MJICHUS U SICKTPONUTAHUS.
TexHunyeckue  KaHaibl  yTeYKW  MHGPOpPMALMU 33  CYET  MOOOYHBIX
AIEKTPOMArHUTHBIX  m3nydeHuit u  HaBogok  (IIDMHH).  OcHoBHbIE
xapakTepucTUKU. OCHOBHBIE METO/IbI M CPECTBA 3AIUTHI HHPOPMALIMH OT YTEUKH
3a cuet IIDMUH.

TexHuueckue KaHajlbl YTeUKH MH(POpMalUU TMpHU Tepeaade Mo KaHajlaM CBSI3H.
OcHOBHbIE  XapakTepuCTUKU. (OCHOBHBIE METOAbI U CPEACTBA  3AIMTHI
nH(pOpMAaIMU B KaHAJaX CBSI3H.

TexHunyeckue KaHajbl yTeUKH UHGOPMAIIUU CPEJICTB BHIYMCIUTEIbHON TEXHUKH.
OCHOBHBIE XapaKTEPUCTUKH.

3.2.10. [TocTpoenre MoIenu TEXHUUECKUX KaHAJIOB YTEUKH WH(POpPMAITUHU U OIIEHKA

BO3MOKHOCTEH HApyHIIMUTCIIA 110 UX UCITIOJIb30BAHHIO.



3.3. [IporpaMMHo-annapaTHbie MeTOo/blI 3aIIUTHI uHpopMannu oT
HECAHKLIMOHUPOBAHHOIO OCTYIA

3.3.1. OcHOBHBIE TNPUHIMIBI CO3JaHUS MPOrPaMMHO-ANMAPATHBIX CPEICTB 3allUTHI
uHdopmaruu. Konnenmus gucnerdyepa 0cTyna.

3.3.2. 3amuTta nporpaMM OT u3ydeHus. CrocoObl BCTpaWBaHMsI CPEACTB 3alUTHI B
pOrpaMMHOE 0OECIICUCHHE.

3.3.3. 3ammTa OT pa3pylIAOIKUX NPOrPaMMHBIX BO3ACUCTBHUN. 3alidra MpOrpaMM OT
W3MEHEHUS M  KOHTPOJb  LEJNOCTHOCTH. [locTpoeHme  M301MpOBaHHOM
IIPOTPAMMHOM CPEJIBI.

3.3.4. [IporpaMMHoO-amnmapaTHble CpeACTBa 3aIlIUThl MHQOPMAIMH B CETAX INepeaadu
JTAaHHBIX.

3.3.5. Opranuzanus ymnpaBieHuss JocTynoM U 3amuTtbl pecypcoB OC. OcHOBHBIE
MEXaHHU3MbI O€30MTaCHOCTU: Cpe/ICTBA U MeTO/1bl ayTeHTUuukamuu B OC.

3.3.6. Monenu pa3rpaHudeHus MpaB J0CTYIa, OPraHU3alus U UCIOJIb30BaHUE CPE/ICTB
ayauTa.

3.3.7. Meroast unentudukanuu u ayreHTUGuKauu. O01as xapakTepucTuka QyHKITUN
ayTEeHTU(UKALINH.

3.3.8. MeToapl peanM3allud KOHTPOJIS M pasrpaHUUuEHUst MpaB AocTyna. DyHKIHUH
KOHTPOJISL U pa3rpaHUyuEHUs [IpaB 1OCTYyIA.

3.3.9. Moaenbp HapymuTens JOCTyla MpU 3allUTe€ aBTOMATU3MPOBAHHBIX CHCTEM OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

3.3.10. Metoapl KOHTPOJIA 3AIIMIICHHOCTH AaBTOMAaTU3MPOBAHHBIX CHCTEM  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

3.4. 3amura uHdopMaIUu OT BPEJOHOCHOTO MPOrPAMMHOTI0 00eceyeHusl.

3.4.1. O6mee omnmcaHue KOMIBIOTEPHBIX BHUpPYCOB. BwumoBas kimaccudukanus
KOMITbIOTEPHBIX BUPYCOB.

3.4.2. Metoppl 1 cpeicTBa aHTUBUPYCHOM 3aIITUTHI.

3.4.3. Opranu3aioHHO-TIPaBOBbIE METO/IbI 3aIUTHI OT BUPYCOB

3.4.4. 3amuTa OT BUPYCOB B CTaTHKE IIPOIIECCOB.

3.4.5. 3amuTa OT BUPYCOB B IMHAMHKE TTPOIIECCOB.

3.4.6. AHTHBUpPYCHAS MOJIUTHKA HA 00BEKTE MHPOPMATHU3AIUH.

3.4.7. OCHOBHBIC HAMNPABICHUS] AHTUBUPYCHOM OOpPHOBI B KOMIBIOTEPHBIX W
TEJICKOMMYHHUKAIIMOHHBIX CHCTEMaX.

3.4.8. OcHOBHBIE MEXaHU3Mbl BHEAPECHHS KOMIIBIOTEPHBIX BHUPYCOB B MOPaKAEMYIO
CUCTEMY.

4. OPrAHU3ALNOHHO-ITPABOBOE OBECIIEUEHUE 3AIINUTEHI
NHOOPMAIINU
4.1. OcHoBuble ToNIOKeHUS JIOKTprHBI HHPOPMAIIMOHHON Oe3omacHocTH Poccuiickoit
denepauum.
4.2. Crparerus pa3Butusi ”HGopMaloHHoro odmectsa B Poccuiickoit denepanuu Ha
2017 - 2030 ronsl.



4.3. OcnoBuble nonoxxkenus: GenepanpHoro 3akona ot 26 utois 2017 r. Ne 187-d3 «O
0€30IMaCHOCTH KpUTHYECKOW HWH(OpMamoHHOW HHGpacTpyKTypsl Poccuiickoi
denepanumn.

4.4, OcnHoHble nTookeHust DeaepanbHoro 3akoHa oT 27 utojst 2006 r. Ne 149-D3 «O6
uHpopMaIu, THPOPMAIIMOHHBIX TEXHOJIOTHUSIX U O 3alIUTe UHPOPMALIUN.

4.5. OcHoBHbIe TIoyIoKeHusT DeaepanbHOro 3akoHa oT 27 urons 2006 roga Ne 152-03
«O mepcoHaNbHBIX JAHHBIX).

4.6. AHanu3 M OIeHKa yrpo3 WH(OpMAMOHHON 0€30MacHOCTH OOBEKTa YNpaBICHHUS.
Mertononoruss OIEHKH yiiepda OT 3JIOYMBIIUICHHBIX W HEYMBIIUICHHBIX
MIPOTHUBOIIPABHBIX HAPYIICHU 0€301MaCHOCTH MHGOPMAIIHH.

4.7. Tlonsitue cekperHoro (KOH(PUACHLIMAIBHOIO) Jeionpou3BojcTBa. OO6mme
MPUHILNIBI €r0 OpraHu3aluu. MeXaHu3M U MPOLEaypbl YCTAHOBJICHUSI CTENEHU
CEKpETHOCTH (KOH(UICHIINATBLHOCTH).

4.8. OcoOEHHOCTH OpraHu3alud  JJIEKTPOHHOTO  JOKyMeHTooOopota. Cucrtema
ynoctoBepenus OIIII. Ilenu, 3amaun u ocoOeHHOCTH (GYHKIIMOHUPOBAHUS
YIOCTOBEPSIOLIUX LIEHTPOB.

4.9. ObecnieueHue 0€30MaCHOCTH TMPU  OCYIIECTBICHHMH  HAyYHO-TEXHHYECKOTO,
AKOHOMHMYECKOTO U MEKIYHAPOJIHOTO COTPYAHUYECTBA.

4.10. Cuctema 3amuThl TOCYNApCTBEHHOW TaiiHbl. [IpaBOBOM pexuM  3alIUThI
rocyJlapcTBEHHOM  TailHbl. I[IpaBoBO€  peryaupoBaHHE€  B3aWMMOOTHOLIECHUM
aIMUHUCTpPAIIMM W TIepcoHana B oOjactu 3amuThl uHopManuu. IIpaBoBbie
pPEeXUMBI KOHPUACHIIMAIBHON HH(DOpMALUK.

4.11.JIunen3upoBanue u cepTudukanus B 00JaCTH 3alllUThl HH(POpPMALMU, B TOM YUCIIE
rocyJapCTBEHHOM TalHbl. 3aayd M TEXHOJOTUs CepTUPHUKAUUA TPOrpPaMMHO-
amnmapaTHbIX CPEJICTB Ha COOTBETCTBHE TpeOOBaHUSIM UHGOPMAIMOHHON
6e3omnacHocTi. OCHOBHBIE KaTeropuu TpeOOBaHUM K MPOrpaMMHON U TTPOTPaMMHO-
anmapaTHOW peann3aliuu CpeICTB ooecrieueHusi THGOPMAIIMOHHON 6€30MacHOCTH.

4.12.TTpaBOBBIE OCHOBBI 3AIIUTHI HHPOPMAIIMH C UCTIOIH30BAHUEM TEXHUUYECKHUX CPEJICTB
(3ammuTa OT TEXHUYECKUX pa3BEJOK, MPUMEHEHHE IHU(GPOBAIBHBIX CPEACTB,
AIIEKTPOHHAS IU(PPOBAsI MOTUCH U T.1.).

4.13.3amura HHTEIUICKTyalIbHOM coOcTBeHHOCTH. OCHOBHEIE MoJ10keHUs DenepanbHOTro
3akoHa oT 29.07.2004 r. Ne 98-®3 «O koMMepUYECKOI TaillHEY.

4.14 MexayHapoIHOE 3aKOHOAATEIbCTBO B 00JIACTH 3aIUTH HHGOPMAITUH.

4.15.Ipectynnenuss B obOnactu 3amuThl uMHGopmanuu (YToJoBHBIM Kojekc PO,
I'paxxnanckuii koaekc P®, Koxekc 06 agMUHUCTpATUBHBIX MTpaBOHapyLeHusx PD).

JINTEPATYPA JUIA ITOAI'OTOBKHU K 9K3AMEHY

HopMmaTuBHBIE aKTbI

1. Koncrurynus Poccuiickoit @enepannu.

2. ®enepanbubii 3akoH ot 27 wtons 2006 1. No 149-®d3 «OO6 wunbopmarmmy,
MH(OPMALIMOHHBIX TEXHOJIOTHSIX U O 3aluTe UHPOPMAIIHID)

3. ®enepanbubiii 3ak0H OT 27 uronst 2006 r. Ne 152-D3 «O nepcoHalbHBIX JAHHBIXY.



4. Joxtpuna nHpopmannoHHoU 6e3omacHocTH Poccuiickoit @enepanun (yTBepKaecHa
VYkazom IIpesugenta PO ot 5 nekabps 2016 r. Ne 646)

5. ®enepanbHbii  3ak0H «O  0€30MACHOCTH  KPUTHUYECKOM  MHGOPMAIIMOHHON
uHppacTpyktypsl Poccuiickoit ®enepammn» ot 26.07.2017 Ne 187-D3

6. Crparerus pa3sutusi uHpopManroHHoro obmiectBa B Poccuiickoit denepanuu Ha
2017 - 2030 roas! (yrBepkaeHa Ykazom IIpesuaenta Poccutickoit denepanun ot 9
masi 2017 r. Ne 203)

7. ®enepanbubiii 3akoH OT 29.07.2004 1. No 98-®03 «O xommepueckoil TaiiHe» (B
penakiuu deaepanbHbix 3akoHOB 0T 02.02.2006 Ne 19-D3, ot 18.12.2006 Ne 231-D3,
ot 24.07.2007 Ne 214-®3, ot 11.07.2011 Ne 200-®3, ot 12.03.2014 Ne 35-®3, ot
18.04.2018 Ne 86-®3, ot 09.03.2021 Ne 39-®3, or 14.07.2022 Ne 311-®3, or
08.08.2024 Ne 251-D3)

8. Yromosueiii konmekc Poccuiickoit ®denepanun” ot 13.06.1996 Ne 63-D3 (pen. ot
28.12.2024) (c u3Mm. u gor., Bcryi. B cuiry ¢ 08.01.2025)

9. I'paxxnanckuii kogeke Poccuiickoit @enepanuu (Yacts 1, npunsar ['ocynapcTBeHHOM
Hywmotii 21 okts10pst 1994 rona, Yacts 2 npunsar ['ocynapctBennoi [lymoii 22 nexabps
1995 rona, Yacts 3 npunsat ['ocynapctBennoit J{ymoit 1 Hosiopst 2001 rona, ogoOpen
Coserom ®enepanuu 14 Hosi6pst 2001 roma, Yactes 4 mpunst ['ocymapcTBeHHOU
Hymotii 24 nosiopst 2006 roga, ogodpen Coserom Denepanuu 8 nekadbps 2006 rona)

10.Konekc Poccuiickoii @enepanyu 00 aJIMUHUCTPATUBHBIX IMPABOHAPYIICHUSX OT
30.12.2001 Ne 195-®3 (pen. ot 26.12.2024) (c u3M. W J0M., BCTYI. B CHUJy C
01.01.2025)

11. TOCT P UCO/MBK 27001-2021 «HUupopmanmonHass texHosorus. Metonbl u
cpenctBa obecrnieueHust Oe3onacHOCTU. CUCTEMbl MEHEIKMEHTa MH(OPMAIMOHHOU
oe3zonacHoctu. TpebGoBanusi» (upentuueH HMCO/MOK 27001:2013). Ilpuxas
pykoBoautensa Poccrangapra Ne 1653-ct ot 30.11.2021 r. /lata BBeieHus B 1€UCTBUE
c 01.01.2022 r.

12. TOCT P UCO/M3K 27002-2021 Uudopmarmonnsie Texunonoruu (UT). Metons! u
cpenctBa obecrieuenus Oe3omacHocTd. CBOJl HOPM W TMPAaBHII MPUMEHEHHS MeEp
obecrnieueHuss MHpOpMaIMOHHON Oe3omacHocTH. JlaTa BBEICHHS B JCHCTBHE C
30.11.2021 r.

13. TOCT P UCO/MBK 27004-2021 "WUudopmarmionHble TeXHOJOTUHA. MeToabl U
cpenctBa  oOecriedyeHusi  0e30MacHOCTH.  MeHEKMEHT  MHGOPMAIMOHHON
0e301macHOCTH. MOHUTOPHUHT, OIIEHKA 3alllUIEHHOCTH, aHaJIu3 U OlleHUBaHue" (YTB.
U BBEJACH B JcHlcTBHE mTpuKazoM @DenepaqbHOTO areHTCTBA IO TEXHUYECKOMY
peryiaupoBanuio U metposioruu ot 19 mast 2021 r. N 388-cT).

14. TOCT P UCO/MDBK 27005-2010 «MudopmanmonHas texHosorus. Metonbl u
cpencrtBa oOecrieueHusi 0€30MaCHOCTH. MEHEIKMEHT pHucka HHGOPMAILIMOHHON
oe3zonacHoctn» (uaentuuen ISO/IEC  27005:2008). Ilpukaz pykoBoAMTENS
Poccranmapra Ne 632-CT ot 30.11.2011. [laTa BBenenus B aeiicteue ¢ 01.12.2011 r.

15. TOCT P UCO/M3BK 27006-2020 «NupopmarmonHsie TexHOJIOTHH. MeToasl U
cpenctBa obecrieueHus: 0€30MacHOCTU. TpeOoBaHUsS K OpraHaM, OCYIIECTBIISIFOIITUM
ayJIUT U CePTU(PUKAIMIO CUCTEM MEHEPKMEHTa HH(POPMAITMOHHOMN 0€30IMacHOCTIY
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(ISO/IEC 27006:2015 «Information technology — Security techniques —Requirements
for bodies providing audit and certification of information security management
systems», IDT)

11.TOCT P 34.12-2015. Undopmanronnas texnosorus. Kpunrorpapuueckas 3amura
uHopmanmu. biaounsie mudpel. — Mocka: Ctanmaptundopm, 2015. — 21 c.

12.TOCT P 34.13-2015. Undopmanuonnas texnosorus. Kpunrorpapuueckas 3amura
uHpopmaruu. Pexxumbl paboThl 0s10yHBIX MHPpoB. — MockBa: CrangapTuHbOpM,
2015. - 42 c.

13.TOCT P 34.10-2012. Uadopmanronnas texHoyiorus. Kpunrorpagudeckas 3amura
uHpopmanuu. Ilporneccsl popmupoBaHUS U TPOBEPKU AIEKTPOHHOW HHUPPOBOI
noanucu. — Mocksa: Ctanmgaptundopm, 2012. — 29 c.

OcHoBHas auTEepaTypa

1. UudopmarmonHas 6€30MacHOCTb: KOHIENTYalbHbIE U METOJIOJIOTMYECKHUE OCHOBBI
3amuThl uHpopManuu / Mamok A.A. — M. Topsiuas nmunusi-Tenexom, 2004. — 280 c.

2. Kynpsimos b.J1. Teopust undopmaruu. YueOunuk aiis By3os. — CII6.: [Turep, 2009. —
320 c.

3. OcHoBbl ympaBieHus HHPoOpMaMOHHON ©Oe3omacHocThio /  Kypuno AL,
Munocnasckas H.I'., CenatopoB M.IO., Toscroit A.M. - M. Topsiuas nuHusA-
Tenexkom, 2014. — 244 c.

4. NnpopmanmonHas  Oe30macHOCTb M 3amuTa  HHPopMauuu:  YueOHoe
nocoobue/bapanosa E. K., babam A. B., 3-e uza. - M.: U] PUOP, HUI] UHD®PA-M,
2016. - 322 c.: (Breicmee oopazoBanue) ISBN 978-5-369-01450-9.

5. Illycrosa Jlapuca MBanoBHa lllyctosa JI.W. ba3el nannbix: yueonuk / JI.U. Illycrosa,
O.B. TapakanoB. — M.: MH®OPA-M, 2017. — 304 c. + Jlon. marepuansl
[DnekTpoHHBIN pecypc; Pexum poctyma http://www.znanium.com]. — (Briciuee
obpasoBanue: bakanaspuar). — Www.dx.doi.org/10.12737/11549.

6. KommiekcHasi cuctema 3amuthl nHGopManuu Ha npeanpustiuu / 'pubynun B.I' - M.
Axanemust, 2009.

/. MareMaTtuyeckue u KOMIbIOTepHbIe OCHOBBI Kpuritosioruu / Xapus FHO.C.- M.: HoBoe
3Hanue, 2008.

8. ®omunués B. M., MenpaukoB JI.A. Kpunrorpadpuueckue MeETOABI 3alIUTHI
uHdopmaruu B 2 4.:. yueOHUK I By30B / mon penakiuein B. M. domuuéra. —
Mocksa: U3narensctBo FOpaiit, 2022. — 245 c.

9. 3aneuynukoB C.B. Kpunrorpapuyeckue Meroabl 3amuThl UHPOpManuu. YdeOHOE
nocobue. 3aneunukoB C.B., Kazapun O.B., TapacoB A.A. — Mocksa: FOpaiiT Mockga,
2015. - 309 c.

10.3aneunnkoB C.B. OcHOBBI NOCTPOECHMS BUPTYaJIbHBIX YaCTHBIX CETEH: yueld. mocodue
st By30B / C.B. 3aneunukoB, H.I'. Munocnasckas, A.. Toncroit. — M.: TI'opsuas
maug—Tenexom, 2003. — 249 c.

11. lepsaun  I1.H. Mopgenn 06e30macHOCTH KOMITBIOTEPHBIX CHCTEM. YIIpaBJICHHE
J0CTYNIOM U WHGOPMAIMOHHBIMU TMMOTOKaMU. YueOHoe mocoOue Ijisi By30B. — M.:
["opstuas auaust — Tenexom, 2011. — 320 c.
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12.MenbuukoB [[.A. UudopmarninonHast 6€301mMacHOCTb OTKPBITHIX CUCTEM. Y YeOHUK. — M:
®nunra, Hayka, 2013. — 448 c.

13.0OcHoBbI 3amuThl nHGOpMaluu: Yuednoe nocooue / A.M.Kynpusnos, A.B.Caxapos,
B.A.IlleBnoB. -M.: M3narensckuii neHTp «AkaaeMus», 2006.

14 .3amura nHdopmaluu B TeIEKOMMYHUKAITMOHHBIX cucTemax / Koxanosuu I'.®. u 1p. -
M.: IIpecc, 2005.

15.3aiineB A.Il., lllenynanoB A.A., MemepskoB P.B. u ap. TexHudyeckue cpeiactpa u
METO/IbI 3aIUThl HHpOpMaluu. YueOHuk ist By30B / 3aiiueB A.IlL., Hlexynanos A.A.,
MemepsikoB P.B. u gp.; mon pen. Al 3aiiueBa m A.A. IllenymanoBa. - M.:
Mammnoctpoenue, 2009. — 508 c.

16.bopucoB M.A. OCHOBBI OpraHU3aIMOHHO-TIPABOBOM 3aUThl HH(OpMaIuu. boprcos
M.A., PomanoB O.A. — M: Jlenanna, 2015. — 248 c.

17.byzoB I'.A. 3ammra wuHbOpMalMM OrPAHUYEHHOTO JOCTyHa OT YTEYKH IO
TEXHUYECKUM KaHanam. — M.: 'opsiuas nunus — Tenexkom, 2014. — 594 c.

JlonoJIHMTe IbHAA JTUTEepPaTypa

bezomnacHocTh ri1o0anbHbIX ceTeBbIX TexXHOJIoTHM / MraaTos B.I'. - CII6.: ITutep, 2007.

2. Metoabl U cpeCTBa 3alIUThI HH(MOPMAITUN B KOMITbIOTEPHBIX cucTteMax / Xopes I1.b.
- M.: Akagemus, 2006.

3. 3amura uHPOpMAINH B cucTeMax MoOuIbHOU cBs3u / Uekanun A. A.- M.: ['opsiaas
muausg- Teaexom, 2005.

4. JluckpetHast MareMatuka U kpunrosorus / @omuues B.M.. 2-e uzn. -M,: JIMAJIOT -
MU®DU, 2009.

5. KommekcHas 3amurta nHpopmaluu B KoprnopaTuBHbIX cucteMax / [llanerun B.®. -
M.: U1 ®opym: HULL Uudpa-M, 2012.

6. Uudopmanmonnas 6e3onacHocts / Apoukun B. U. - M.: Akanemus - npocnekT, 2006.

7. OcHoBbl uH(popManmonHou Oe3omacHoctd / benmo E.b. - M.: T'opsyas nuHUMS-
Tenexkom, 2006.

8. 3amuTa KOMIBIOTEpHON WH(GOPMAITUN OT HECAHKITMOHUPOBAHHOTO focTyma / [1lernos
IO.A. - M.: Hayka u texnuka, 2004.

9. Teopetuko-uncnoBbie MeTObI B kpuntorpaduu / Maxosenko E.b. - M.: T'ennoc, 2006

10.. ATTecTallMOHHBIE UCIIBITAHUS aBTOMATU3UPOBAHHBIX CUCTEM OT
HECAaHKIIMOHUPOBAHHOTO JOCTyMa MO TpeboBaHMUsIM Oe30macHOCTH HHGOpMAIUU
(Yuebnoe mnocobue) / TI'opbatoB B.C., JIopsukun C.B., [ypakosckuii A.IL.,
Enransrues P.C. u ap. [1og o6mieit penakiueit Jlaspyxuna FO.H. - M: HUSY MUOU,
2014. -560 c.

11.MenbaukoB [[.A. Opranuzaius 1 obecnedeHue 0e30MmacHOCTH MHGOPMAIMOHHO-
TEXHOJIOTUYECKHUX CeTel U cucTeM. YueOHuK. — M: YHuBepcurerckas kaura, 2012. —

598 c.

=
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3. MaTtepuaJjbl AJ151 NOATOTOBKHM KO BTOPOH YaCTH BCTYIIUTEJIHLHOTO
HCNBITAHUSA
IIpu mpencraBieHuU IIaHA HAYYHOI'O HCCIIEIOBAaHUS HEOOXOAUMO IPEACTaBUTH

CJIETYIOIYI0 MH(POPMALHUIO:

e Tema nucceprauuun
[Ipeanonaraemslii HAy4YHbIA PYKOBOJIUTEND (IIPU HATTUYHH )
AKTyaJIbHOCTb TEMBbI
Lenu u 3aaum ncciae10BaHUS
Pa3BepHyTble (POPMYTUPOBKH TEOPETUUECKUX M MPAKTUUYECKUX 3a7ad, KOTOPbIE
HEO0OXOAMMO PELIUTH JJIs1 JOCTUKEHUS MOCTABIEHHOM L€ C PACTIPEACICHUEM UX
10 CEMECTpaM 00yUYEHUSI.
e Teopernueckas 3HaYUMOCTb pa0bOThI. [IpakTHyeckast 3HaUMMOCTb PaOOTHI.
e lMerommiics 3a1en o IPeAnoIaraeMOoMy UCCIIEI0BAHUIO

AOUTYpUEHT TOTOBUT IUIaH OyayIlIero HAy4YHOrO HCCJIEAOBAHMS 3apaHee, N0
BCTYIIUTEJIBHOTO UCIBITAHUS, U HA UCIBITAHUYU NPEACTABIACT YK€ FOTOBBIM IUIaH. [Ipn
COCTABJICHHM IUJJaHA HEOOXOAUMO IIOMHHUTh, YTO B paMKaxX JAHCCEPTALMOHHOIO
HCCJIEIOBAHNS ACIIMPAHT PEIIAeT HAYYHYIO 3aJ1a4y, UMEIOLYI0 3HAUYCHUE I Pa3BUTHUSA
COOTBETCTBYIOIIEH OTpaciii HayKH, J100 pa3padbaTbIBaeT HOBbIE HAYYHO-OOOCHOBAaHHbBIE
TEXHUYECKHE, TEXHOJOTUYECKUE WJIM UHBbIE pElIeHUus U pa3pabOTKHU, HUMEIOLINe
CYILLIECTBEHHOE 3HAYCHUE ISl PA3BUTUS CTPAHBI.

[ens auiccepranuu BhITEKAET U3 (GOPMYIMPOBKH HAYYHOU MPOOIEMBI, CBI3aHHOU C
TEOPETUYECKOW WM NPAKTUYECKOM HEPEUICHHOCTBhID TeMbl WM €€ acnekra. llenp
bopmynupyercs KOPOTKO M OAHO3HAYHO, OHA JOJOKHA OBITh JOCTUTHYTA K KOHILY
pabotel. Mcxonas w3 e€IMHCTBEHHOW Lenu padoThl, ONpENesieTCs HECKOJbKO 3a/Jad.
Pazpemenue kax101 3a1a4u SBISIETCS OCIIEIOBATEIBHBIM IIATOM Ha IYTH JOCTUKEHUS
LEJIN.

IMacnopr HayyHou cneuuajbHocTH 2.3.6 «MeTOAbl M CHCTEMbI 3alIUTHI
uHpopmannu, MHPOPMALMOHHAA O0€30IMACHOCTH». (0Tpacjb HAyK — (PU3HKO-
MaTeMaTH4YeCKHe HAYKH, TeXHHYEeCKUe HAYKH):

HanpasJieHus1 uccjie10BaHUM:

1. Teopus u Meromonorusi obecrieueHuss HHHOPMAITMOHHONW OE30MACHOCTH W 3aIUTHI
uH(popmaIuu.

2. MeTtogpl, anmapaTHO-TIPOTPAMMHBIE CPEJICTBA M OPTaHU3AIMOHHBIE MEPHI 3aIUThHI
cucteM  (00bekTOB)  (OpPMUpPOBaHMSI U MPEJOCTABJICHUS]  IOJB30BATEISIM
MH(POPMAITMOHHBIX PECYPCOB PA3IUYHOTO BU/IA.

3. Metoapl, MOJENIU W CPEICTBA BBISIBJICHUSA, WICHTU(PUKAIIUHU, KIacCU(PUKAIIUU U
aHaju3a yrpo3 HapyuieHus WH(QOPMAIIMOHHOM O€30MacHOCTU OOBEKTOB Pa3IMYHOIO
BHJIA U KJlacca.

4. Cucrembl TOKyMEHTOOOOpOTa (BHE 3aBUCUMOCTU OT CTETIEHH UX KOMITbIOTEPHU3AI1H)
U CPEJICTBA 3alIUTHI UPKYJIUPYIOIIEH B HUX HHPOPMALIUU.
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5. Meroapl, MoAeIn U CpeAcTBa (KOMIUIEKCHI CPEACTB) MPOTUBOJAEHCTBHS Yrpo3am
HapyuieHusT MHPOPMALMOHHON O0€30MacCHOCTH B OTKPBITHIX KOMIIBIOTEPHBIX CETSX,
BKIIIOYast IHTepHer.

6. Meroapl, MOACNIM U CPEACTBA MOHUTOPUHTA, MPEAYNPEKIACHUS, OOHAPYKEHUS U
POTUBOJCHCTBUS HAPYILICHUSIM U KOMIIBIOTEPHBIM aTakaM B KOMITbBIOTEPHBIX CETSIX.

7. Moaenu u MeToibl OpMHUPOBAHUS KOMIUIEKCOB CPEJCTB MPOTUBOACUCTBUS yTpO3aM
UH(GOPMAIIMOHHON 0€30MaCHOCTU ISl Pa3IMYHOTO BHJIa OOBEKTOB 3aIUTHI (CUCTEM,
Herneil MOCTaBKK) BHE 3aBUCUMOCTH OT 00JIaCTH UX (YHKIIHOHUPOBAHUA.

8. AHanu3 pHUCKOB HapylleHHs HWH(GOPMAIMOHHON O€30MacHOCTH U YA3BUMOCTHU
nporeccoB o0pabOTKH, XpaHEHHs M Tepenaun uHGopmanmu B WHGOPMAIMOHHBIX
cUCcTeMax J1Io00To BUAa U 00JacTH MPUMEHEHUS.

9. Mogenu NpoTUBOACHCTBUS yrpo3aM HApyIIEHHs MH(OPMAIMOHHONW 0€30MacHOCTH
Ui JII000ro  BuJa HWH(GOPMAIMOHHBIX CHUCTEM, MO3BOJSIONIUME TOJy4aTh OIICHKU
nokasatresiei nHpOopMaIlMOHHOM 0€30MacHOCTH.

10. Mogenu U MeTOJbl OLEHKU 3alUIIEHHOCTH HH(OpMaluu U HH(POPMALMOHHOU
0e30MmacHOCTH 00BEKTA.

11. Moaenu u MeToibl OLIEHKU 3(PPEKTUBHOCTU CUCTEM (KOMILUIEKCOB), CPEICTB U MEP
obecrnieueHUss HHPOPMAITMOHHON O€301TaCHOCTH 00BEKTOB 3aIUTHI.

12. TexHonoruu MACHTU(PUKAIMK U AyTEHTHU(PHUKALUU IOJb30BaTeNeld U CyOBEKTOB
MH(pOPMaLMOHHBIX ITpolieccoB. CUCTEMBI pa3rpaHUUYEHUS TOCTYyIIA.

13. MeTonsl U MOZENN BBISBICHHUS W MPOTUBOJECUCTBUSA PACHPOCTPAHEHUIO JIOKHON U
BPEJOHOCHON MH(POPMALINH.

14. Meporpusitus ¥ MeXaHU3Mbl  (OPMHUPOBAHMSI  MOJUTUKH  OOECHECUECHHS
MH(POPMAIIMOHHON 0€30MacHOCTH Uii OOBEKTOB BCEX YPOBHEHW HEpapXvUU CHUCTEMBI
yIpaBIeHUSI.

15. Ilpuniunsl U penieHus (TEXHHYECKUe, MaTeMaTUYeCKnue, OpraHu3alluOHHbBIE U Ip.)
[0 CO3JaHHUI0O HOBBIX U COBEPIICHCTBOBAHUIO CYUIECTBYIOIIHUX CPEICTB 3aIUThI
uHdopmaiuu u odecreyeHus: UHOOPMAITMOHHON OE30MaCHOCTH.

16. Monenu, MeToAbpl U CpelcTBa OOECIeUeHUsl ay/uTa U MOHUTOPHHIA COCTOSHHUS
00BbEKTa, HAXOMASAIIErocs MoJ BO3ACHCTBHEM YIpO3 HapyLIEHUs ero MH(pOpMalMoOHHON
0e30MacHOCTH, W PacCCieOBAHMs HWHIMUJCHTOB HH(POPMAIIMOHHON O€30MacHOCTH B
aBTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.

17. Metoapl, MOAENHM U CpeAcTBa pa3pabOTKU Oe30macHOro MpOrpaMMHOIO
oOecrieueHus, BBISBICHUSI B HEM Je(EKTOB 0€30MacHOCTH, TPOTUBOACHCTBUS CKPBITHIM
KaHajlaM Tepefadd JaHHBIX W BBISIBICHUS YSI3BUMOCTEH B KOMITBIOTEPHBIX CHCTEMax H
CeTsIX.

18. Mogenu u MeTobl yrpaBieHuss HTHPOPMALIMOHHON 0€30MaCHOCThIO, HEMPEPHIBHBIM
(GYHKITMOHUPOBAHMEM M BOCCTAHOBJIGHHEM CHCTEM, TMPOTHBOJCHCTBHS OTKa3zaM B
00CITyKUBaHUH.

19. WccnenoBanuss B oOsiactu 0€30MacHOCTH KPUNTOTPadUUECKUX aJITOPUTMOB,
KpUNTOrpauueckux MNPUMHUTHBOB, KPUNTOrpaUYecKuX MPOTOKOJOB.  3aluTa
HHDPACTPYKTYPHI 0OECTICYCHUS TPUMEHEHHS KpUNTOrpadUIECKUX METOIOB.
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